SOLUTIONS ARCHITECT'S BRIEF - AWS - BEDROCK - AGENTCORE Q2 - 2026

MODELS - AGENTS - KNOWLEDGE - GUARDRAILS THE BRIEF, IN THREE BEATS

Amazon Bedrock _

plane.

(o]

2 Six pillars. Five economic levers. Pick
deliberately.

95 Identity & VPC are the moat, not the

F model.

rom Zero to Hero.

One API, 18 providers, 110+ models — with the IAM you already trust.

For Solutions Architects & Platform Engineers 20 slides - 6 pillars - 5 economics & ops levers

Built on AWS docs (Q2 2026), AgentCore pricing, field deployments Architecture before code



OOOOOOOOOOOO

Bedrock isn't "'AWS's ChatGPT".
I's the IAM boundary around
every LLM vou'll ever ship.

Sources: aws.amazon.com/bedrock (Q2 2026) - "tens of thousands of customers" — AWS press release (Apr 2024, restated 2026).



The right way to choose Bedrock is to
forget which model wins this month —and [N
ask which control plane your data, identity, denis

already in IAM, data already in your

and audit pOlicy Can already truSt. VPC, audit already in CloudTrail, and 18

model providers swappable at the same
API.

A reasonable architect could disagree — the lock-in

concern is real. Slide 17 addresses it.

81 Model choice is now a config, not an architecture decision.

92  The architecture decision is where the agent's hands reach.

03  Bedrock answers that with IAM, KMS, PrivateLink, and CloudTrail.

Sources: aws.amazon.com/bedrock - docs.aws.amazon.com/bedrock/latest/userguide (Q2 2026).



SLIDE 04

THE SIX-LAYER BEDROCK STACK

Read from the model up. Pay attention to the top three.

Identity & governance

Application surfaces

IAM, SCPs, KMS, PrivateLink, CloudTrail — the moat you already own.

Your app, Amazon Q, Connect, Bedrock Studio — what users actually touch.

L4 Agents @ orchestration AgentCore Runtime, Tools, Identity, Memory, Observability — the action plane.
L3 Know]edge ® guardrails Managed Knowledge Bases (RAG), Guardrails, Flows, Prompt Management.
L2 Models (r@ customization 110+ FMs from 18 providers + Custom Model Import + fine-tuning & distillation.
L1 Compute Trainium, Inferentia, GPU — abstracted behind the InvokeModel API.

Sources: docs.aws.amazon.com/bedrock (Q2 2026) - AWS What's Next 2026 keynote - AgentCore launch announcements.

HOW THE NEXT 14 SLIDES MAP

Six pillars on the product side, five levers on
the economics & ops side.

06-11 - Six product pillars
12-13 - Economics & pricing
14-16 - Cross-region, observability, security

17 - Customer proof (Pfizer - Box - Infor)




SLIDE 05 - BEDROCK VS GOING DIRECT — WHAT YOU TRADE

Five axes. Decide before you write the IaC.

DIRECT API (OPENAI / ANTHROPIC) AMAZON BEDROCK

Latency to first token Slight edge — closer to provider's primary region. +50-150ms overhead from Bedrock plane.

Identity 9 audit Provider tokens, separate audit trail, no IAM. IAM, SCPs, CloudTrail — same controls as the rest of your stack.

Data locality Leaves your VPC; provider-side training opt-out terms. In your AWS region, PrivateLink, KMS-encrypted, never used for training.

Model swap cost Rewrite the API integration per provider. Same InvokeModel APl — flip a string. 18 providers.

Lock-in Per-provider lock-in (multi-vendor = multi-rewrite). AWS lock-in — but model lock-in is gone.

Sources: aws.amazon.com/bedrock/security - AWS shared-responsibility model - Bedrock data privacy FAQ (Q2 2026).



PILLAR 1 OF 6 - MODEL CHOICE — 110+ FMS, ONE API

PROVIDER

Anthropic

Amazon

Meta

Mistral - Cohere - AI21

OpenAl - DeepSeek

Stability - Luma

L2 - 18 PROVIDERS

Same InvokeModel API. 18 providers. Swap by

string.

FLAGSHIP MODELS

Claude Sonnet/0Opus 4.5+

Nova Pro / Lite / Micro - Titan
Embed

Llama 4 (multimodal)
Mistral Large 2 - Command R+ -
Jamba

GPT-0SS - R1 - MiniMax M2

SD3.5 - Dream Machine - Gen-3

REACH FOR THIS WHEN

Coding, agentic flows, long-context reasoning — default for most use
cases.

Cost-anchored multimodal, embeddings, in-region first-party.

Open weights, fine-tunable, lower per-token cost at scale.

EU-native deploy, RAG-tuned (Command R), long-context.

New entrants — benchmark before committing.

Image & video — same |IAM boundary.

Sources: docs.aws.amazon.com/bedrock/latest/userguide/models-supported - hidekazu-konishi.com Bedrock catalog 2026.

Treat the model ID as a deploy variable, not a
code dependency.

MODEL_ID = ssm.get(
f"/{env}/bedrock/primary"
)

# e.g. anthropic.claude-sonnet-4-5
# rollback = SSM edit, not deploy

Run two providers on canary traffic; promote on cost + eval
delta — not on launch-week hype.




PILLAR 2 OF 6 - MANAGED KNOWLEDGE BASES — RAG, NO VECTOR DB TO BABYSIT

L3 - GA JUN 2026

Point at S3. Get production RAG, with provenance.

THE ARCHITECTURE MOVE

Connectors — chunking — embedding — vector store — retrieval —
grounding citations.

Three trust tiers, three KBs — tier_high (signed editorial), tier_mixed (reviewed internal),
tier_low (public). Route queries by classification; failsafe is tier_low. Each KB has its own

IAM principal.

S3, SharePoint, Confluence, Salesforce, web.

OpenSearch Serverless (default), Aurora pgvector, Pinecone, Redis.

hybrid (semantic + lexical), filter on metadata.

every chunk's S3 URI returned with the answer. THE TRAP

retrieval inherits the caller's IAM — doc-level ACLs hold. Letting the KB ingest user uploads alongside trusted docs — a poisoned chunk hits a
"factual" answer (PoisonedRAG: 5 chunks — 90% hijack). Provenance metadata is
mandatory, not optional.

Sources: docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base - hpcwire.com, "Managed Knowledge Base for Enterprise RAG" (Jun 2026).



PILLAR 3 OF 6

AGENTCORE

— THE MANAGED AGENT RUNTIME

L4 -

5 SERVICES - PAY-AS-YOU-GO

Five composable services. Use one. Use all five.

SERVICE 01

Runtime

Per-session microVM, framework-
agnostic (LangGraph, CrewAl,
Strands). Up to 8-hour tasks. Cold-

start < 1s. Pay per session-second.

SERVICE 02

Identity

OAuth flows for the agent to act on
the user's behalf — Okta, Cognito,
Workforce IdC. Tokens scoped per
tool, never long-lived. The OBO
problem, solved.

SERVICE 03

Memory

Short-term (session) and long-term
(cross-session) stores. User-scoped,
KMS-encrypted, queryable. Stop
pickling chat history into Redis by
hand.

SERVICE 04

Tools (Gateway)

MCP gateway with mTLS, capability
tokens, descriptions hash-pinned.
Built-in: code interpreter, browser,
web search. BYO Lambda tool.

Sources: aws.amazon.com/bedrock/agentcore/pricing (12 billing components) - goml.io 2026 AgentCore guide - cloudburn.io billing breakdown.

Observability

OpenTelemetry spans per tool call —
user, agent, tool, args, decision.
Streamed to CloudWatch. The audit

trail is mechanical, not optional.




PILLAR 4 OF 6 - GUARDRAILS — SIX FILTERS AND CONTEXTUAL GROUNDING

L3 - MODEL-AGNOSTIC

A guardrail on every InvokeModel call — same

shape, every model.

SIX FILTERS - ONE POLICY OBJECT

02 - Denied topics. Define a topic in natural language ("legal advice"), Bedrock blocks both prompts and outputs that drift into it.
03 - Word filters. Profanity built-in + custom block lists (competitor names, internal codenames).

04 - Sensitive-information filters. 30+ PIlI entity types (SSN, email, address, JWT) — block or redact at the gateway. Ingest-side
redaction.

05 - Contextual grounding. Score every response against the retrieved source. grounding_score < 0.7 — refuse. The hallucination
Kill-switch.

06 - Automated Reasoning checks. Formal logic verification of responses against a policy document (preview — GA 2026).

01 - Content filters. Hate, insults, sexual, violence, misconduct, prompt-injection — six tunable thresholds (none / low / medium / high).

Sources: docs.aws.amazon.com/bedrock/latest/userguide/guardrails - docs Guardrails contextual-grounding-check.

WHY IT SCALES

One guardrail ARN attaches to any model in Bedrock —
swap Claude for Llama, the policy carries. Plus:
ApplyGuardrail API works outside Bedrock too.

A single vendor rail. Stack a second guardrail of a different
family (Llama Guard via SageMaker, NeMo) for any safety-

critical path — one CVE shouldn't bypass everything.




PILLAR 5 OF 6 - FLOWS + PROMPT MANAGEMENT — ORCHESTRATION IN THE CONSOLE L3 - VISUAL BUILDER + SDK

Versioned prompts. Visual flows. Same versioning as
your code.

BEDROCK FLOWS

Prompts as managed AWS resources — ARN'd, versioned, tagged,
[AM-scoped.

DAG of nodes: Prompt — KB — Lambda — Condition — Agent.
Step Functions for LLMs.

Jinja-style placeholders, schema-validated at invoke time. Visual or IaC. Build in the console, export to CloudFormation / CDK.

Code references prompt:v3, not raw strings — rollback is an SSM edit. Branching. Conditions on intermediate outputs — route by intent classification.

Multiple drafts per prompt; route % of traffic to compare.

Use it for. Multi-step pipelines you don't want sitting inside a 500-line Lambda.

Same prompt resource invokable across providers. Don't use it for. Open-ended agentic loops — that's AgentCore.

Sources: docs.aws.amazon.com/bedrock/latest/userguide/prompt-management - docs Bedrock Flows reference (Q2 2026).



PILLAR 6 OF 6 - CUSTOM MODEL IMPORT & DISTILLATION — BRING YOUR WEIGHTS L2 - LLAMA, MISTRAL, FLAN-T5

Your fine-tune, served on Bedrock infrastructure —
same API, your IP.

THREE CUSTOMIZATION PATHS WHEN TO USE IT
01 - Custom Model Import. Upload Llama / Mistral / Flan-TS weights from S3; Bedrock serves Domain you can't get from a frontier model: medical-coding ICD-11, legal precedent
them at the same InvokeModel APl — pay per active-copy minute. retrieval, your codebase's internal idioms. Or: cost-anchored production where Sonnet is

overkill.
02 - Fine-tuning. Native fine-tuning for Anthropic, Meta, Amazon, Cohere on your S3 dataset

— output is a private model ARN.

03 - Model Distillation. Teacher (Opus) labels — student (Haiku/Llama) trains — deploy
student. 5-15x cheaper inference at near-teacher quality on your task.

Always benchmark distilled student on held-out eval — quality drop varies wildly by task.
Fine-tuning before you've tried prompting. 80% of fine-tune projects would have been
solved by CLAUDE.md + a Knowledge Base — cheaper, version-controlled, swappable.

Sources: docs.aws.amazon.com/bedrock/latest/userguide/custom-models - Model Distillation announcement (re:Invent 2024, GA 2026).



SLIDE 12 - SERVICE TIERS — STANDARD, FLEX, PRIORITY, RESERVED

ECONOMICS LEVER 1 OF 5

Same model, four price points. Pick by SLA, not by hope.

TIER 01 - STANDARD

On-demand

Price: List per-token.

SLA: Best effort.

Use for: Spiky traffic, dev, low-volume prod.

Most teams stay here forever — rightly.

TIER 02 - FLEX

Batch - async

Price: ~50% off list.
SLA: Hours, not seconds.

Use for: Overnight scoring, eval runs, bulk
summarisation, embedding backfills.

First lever to pull on the bill.

TIER 03 - PRIORITY

Low-latency - premium

Price: Premium per-token.
SLA: Tighter p95 latency.

Use for: Real-time agents, voice, IVR,
customer-facing chat where p95 < 2s matters.

Pay only on the path users wait on.

Sources: aws.amazon.com/bedrock/pricing - caylent.com Bedrock pricing breakdown - nops.io Bedrock pricing 2026.

Provisioned
throughput

$/model-unit/hr, 1- or 6-month term.
Dedicated capacity, no throttling.

Steady > 1M tokens/min, regulated
workloads, custom-imported models.

Only when usage curve flattens.




SLIDE 13 - TRAINIUM & INFERENTIA — AWS SILICON UNDER THE MODEL

Same model, different silicon — 350-40% ofi P5.

THE HEADLINE WHEN THE SAVINGS REACH YOU
On-demand Bedrock: baked into per-token list price — AWS Don't ShOp for silicon — ShOp for tokens.
O/ absorbs the silicon mix.
1. Run the workload on Bedrock at list price first.
/O Custom Model Import: opt-in to Trainium/Inferentia capacity

at model-import time — cost visible per-hour. 2. Once steady-state, evaluate provisioned throughput on

Trainium-backed capacity.
SageMaker training: direct Trainium instance pricing — the

30-40% figure measured on real customer workloads. 3. Custom-imported models: pin to Trainium at import time —

published spec.

Reserved tier: Trainium-backed reservations are typically
cost reduction for training workloads on the cheapest /hour option for steady production. 4. Training: SageMaker on Trainium clusters — that's where the

Trainium2 vs comparable P5 (H100) GPU 30-40% lives.

instances. Inferentia? delivers similar economics
on inference paths.

Sources: aws.amazon.com/machine-learning/trainium - marketingagent.blog Trainium 2026 guide (30-40% savings vs P5).



SLIDE 14 - CROSS-REGION INFERENCE & QUOTA — THE THROTTLE THAT BITES FIRST

Inference Profiles — one ARN, traific spread across regions.

WHEN TO SWITCH

Per-region per-model quotas are real — especially on launch-week
frontier models.

The moment you see throttling at < quoted quota — you're already burst-bound. Switch to
the cross-region profile and the symptom usually disappears that day. Cost is identical.

ThrottlingException at peak, even with low average TPM.

burst hits the single-region ceiling.

# use the cross-region profile
model_id = THE TRAP
"us.anthropic.claude-sonnet-4-5"

# NOT "anthropic.claude-sonnet-4-5" Data-residency. Cross-region profiles span regions in a geo (US, EU, APAC). For GDPR /

HIPAA / sovereign clouds — pin to single-region and file the quota increase instead.

Same model, traffic shared across us-east-1, us-west-2, us-east-2 — quota stacks.

Sources: docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference - AWS quotas reference (Q2 2026).



SLIDE 15 - OBSERVABILITY — CLOUDWATCH, OTEL, MODEL INVOCATION LOGS

OPS LEVER 4 OF 5

Four channels. Don't ship without all four wired.

©1 - CLOUDWATCH METRICS

InputTokenCount, OutputTokenCount,
InvocationLatency, ThrottlingExceptions,
ClientErrors, ServerErrors — per model, per
region. The cost & quota dashboard.

©2 - INVOCATION LOGS

Full prompts & responses to S3 / CloudWatch
Logs. Pll-scrubbed at source via Guardrails.

The replay surface for incidents and the eval
dataset for fine-tuning.

03 - AGENTCORE OTEL

OpenTelemetry spans per tool call — user,
agent, tool name, args, decision, latency. ADOT
collector — CloudWatch / Datadog /
Honeycomb. The agent's flight recorder.

Sources: docs.aws.amazon.com/bedrock/latest/userguide/monitoring - AgentCore observability reference - AWS ADOT collector.

Every InvokeModel / CreateAgent /
UpdateGuardrail API call — who, when, from
where. The compliance record. Pipe to
Security Lake if you have one.




SLIDE 16 - SECURITY — IAM, KMS, PRIVATELINK, VPC ENDPOINTS

Five controls. The reason Bedrock beats the direct API.

CONTROL WHAT IT DOES WHY YOU CAN'T SKIP IT

01 IAM identity-based policy Scope bedrock:InvokeModel by Resource ARN (model ID). Stops Opus-everywhere by IAM, not by policy doc.

VPC endpoint + Bedrock API never traverses the public internet from your VPC. Default-deny egress for the agent runtime — no SSRF channel.

PrivateLink

03 CMK encrypts model customisation jobs, KB indices, AgentCore memory. Revoke the key — revoke the data, audit-proof.

KMS customer keys

Resource-based policy Cross-account access to a Guardrail / KB / Agent — signed by ARN, not by APl  Share one Guardrail across the org. No secret to leak.

key.

05 Bedrock contractually never uses your prompts/outputs to train any model. The compliance answer for legal, in writing.

No-training data policy

Sources: docs.aws.amazon.com/bedrock/latest/userguide/security - aws.amazon.com/bedrock/security-and-privacy - AWS Bedrock data privacy FAQ.



SLIDE 17 - PROOF AT SCALE — TENS OF THOUSANDS OF CUSTOMERS

THREE INDUSTRIES - SAME STACK

Pharma. ECM. ERP. Plus OpenAl on Bedrock.

PHARMA

Pfizer

Use: Generative Al on Bedrock + SageMaker to
accelerate drug discovery & clinical
manufacturing.

Stack: Bedrock for content generation,
SageMaker for in-house models.

Why Bedrock: HIPAA + data never used for
training.

CONTENT MANAGEMENT

Box

Use: "Box Al" reinvents ECM for the Al era —
semantic search, summaries, agents across
enterprise content.

Stack: Bedrock multi-provider FM access
behind Box's IAM.

Why Bedrock: meet customers' SOC 2 /
FedRAMP without rebuilding the security
perimeter.

ERP

Infor

Use: Embeds Bedrock-backed gen-Al inside its
industry-cloud ERP — finance, supply chain,
HR.

Stack: Bedrock agents for transactional
workflows.

Why Bedrock: ship gen-Al in regulated
industries without bespoke compliance work
per tenant.

Sources: aws.amazon.com case studies (Pfizer - Box) - Infor announcement - futurumgroup.com "OpenAl on Amazon Bedrock" (2026).

OpenAl on Bedrock

GPT-0OSS-class models now available
behind the Bedrock API (2026).

the multi-provider thesis is winning —

even direct API rivals route through Bedrock.

betting on Bedrock is no longer
betting against the model leaders.




SLIDE 18 - SO WHAT — WHAT CHANGES WHEN THIS LANDS

Bedrock isn't a model gateway. It's the AWS-shaped seam
where 110+ models inherit the controls you already trust.

THREE THINGS CHANGE WHEN YOU SHIP ON BEDROCK

01 02 B3

Model choice becomes a config edit. Security review turns into a Agents stop being prototypes.
checklist.

Swap Sonnet 4.5 for Llama 4 for Mistral Large — no integration IAM, KMS, PrivateLink, CloudTrail, no-training-data — legal AgentCore Runtime + Memory + ldentity + Tools +

rewrite. The launch-week hype cycle stops mattering. already knows these. The week-long "“is this safe?” meeting Observability — production-grade infrastructure, not five
collapses. home-grown microservices.

Field synthesis: AWS What's Next 2026 keynote + customer adoption signals (Pfizer, Box, Infor, OpenAl on Bedrock).



SLIDE 19 - THE BEDROCK MATURITY LADDER

ZERO — HERO

Find your rung. Pick the next one.

STAGE 0 - ZERO

Shadow Al

Stack: Direct APl keys in .env.
Auth: Shared org token.
Audit: Vendor dashboard, maybe.

RAG: Hand-rolled with Pinecone.

Agents: One LangChain script in prod.

First breach lands in 12 months.

STAGE 1 - REACTIVE

Bedrock
InvokeModel

Stack: Single-model invocations.
Auth: 1AM role per app.

Audit: CloudWatch metrics on.
RAG: Still hand-rolled.

Agents: Function-calling, ad-hoc.

You're paying for Bedrock; using 10%.

Pillars wired in

Models, KBs, Guardrails, Flows.
KMS + PrivateLink.

Invocation logs to S3.
Managed KB, trust tiers.

AgentCore Runtime.

A breach is a finding, not a crisis.

Composite ladder synthesised from AWS Bedrock best-practices guidance + field deployment patterns (Q2 2026).

STAGE 3 - HERO

Multi-model
platform

Stack: 3+ providers in canary.

Auth: Cross-account resource policies.
Audit: OTel + AgentCore Observability.
RAG: Three-tier KB, per-chunk provenance.

Agents: All 5 AgentCore services + distillation.

Switching a model is a deploy variable.




SLIDE 20 - PICK THE NEXT RUNG

PR THIS SPRINT

Which pillar is missing irom your stack today?

(a) - Pillar #4 - Guardrails

No grounding score.
Hallucinations reach customers.

One ARN, attaches to any model. The lowest-effort safety win you
can ship this week.

(b) - Pillar #3 - AgentCore

Hand-rolled runtime, memory,
OAuth — all bespoke.

My bet — this is where most teams quietly burn 6 months
reinventing primitives.

A

(c) « Pillar #2 - Knowledge Bases

RAG glued together with Lambda
and a vector DB you babysit.

Point at S3. Get citations, IAM-respecting retrieval, three trust tiers
— for free.

My bet is (b). Pick yours — but one of the three is the gap between proof-of-concept and production.




